DRAFT

To: Agency Statewids Workgroup
From: The Office of HIPAA Implementation {GHI)
Date: Oetober 22, 2001

Subject  HIPAA Assassment

Attached is a draft of the assessment tool, which OHI imtends to use to fulfill the
requirements of 5B 456 OHI anticipates sending this assessment with a cover
lettar to gach Department Director, and the Executive Oficer of each Board,
Program, and Commission.

The assessment package includes:
+ The assessment ool
= An appendix providing an overview of HIPAA, and
= An appendix listing the project steps for HIPAA compliance.

QHI is still working with the format; however, we beligve the substance to be
ready for review. VWa are interested in substanlive comments by Friday, October
26, 2001, sa that the final document can be released the following week,

Flease provide your comments 1 Therese Hart via e-mail at; thart@chhs.ca.gov
by Friday, close of business

Attachment:



DEAFT DRAFT DEAFT
Crctober |4, 2001

Health 1nsurance Fortability and Accountability Act (HIPAA)
(MFice of IHPAA Implementation (1)

HIFAA ASSESSMENT

lotroduction This seclion cxplains why we have sent you this decument, including the statutory

Furpose

Backyrownd

requirement for this assessment, and how 10 wge the document,

The objective of thiz asscssment 15 to detormine what programs in departments are
covered by IHPAA repulations, and how 1IIPAA compliance impacts (heir
operations.  The document provides stale departments with the information
tecessary b determine of HIPAA impacts your department’s programs, business
operations and systems, and roquests foedback on that impact, and your
department’s current status of HIPAA compliance.

Federal Requiremcots

The Health Insumance Portability and Accountability Act (HIPAA), also known as
the Archer/Kassebavm-Kennedy bill, became poblic law (P.L. 1{4-191} on
Aupust 21, 1996, [TTPAA was introduced as 2 bill w0 improve the pertability and
continuity of health insurance coverage in group and individual markets, o
eombat waste, fraud and abuze 10 health msoraoce and bealth care delivery, o
Improve apgess 1o services and coverage; and 1o simplify the administration of
health insurance.

HIPAA includes Adnunisirative Simplification {AS) requirements intended ta
impeave the efficiency and effectiveness of the entire health care $ystem through
the national standardization of clectronic transactions and code sets. The HIPAA
Privacy Rule establishes requirecnents for the handlimg of certain health care
information to ensure privacy of patient health care data, Fulure AS rules will
address umique health identifiers, security provisions, and enforcement.

The requirements apply specifically to enblics considered to be 2 Health Plan,
Healtheare Clearinghouse, Healtheare Provider, Bosiness Associale or Trading
Partner as defined by HIPAA. HIPAA will also impact departments that use,

trangerut, collect or report any of the information, which HIPAA covers under the
Act.

State Law

Chapter 635, Statutes of 2001, creates the (Mfice of HIPAA Implementation
(OHI) in statute and enacts Section 130304 of the Health and Safety Code,
Section 13034H requires all state entities subject to HIPAA to complete an
assessmenlt in 8 form specified by OHI, to delermine the impact of HIFAA on
their operations. Cther state entities are also required w cooperate to detertrine



Enstructions

whether they are subject o HIPAA, including prvviding a completed asscssment.
OHI 15 teqquired to report the findings of this assessment to the Legislature.

How to Use this Document

This assessment will belp vou determing whether vou are covered by HIPAA
requitements, and will provide OHL, the Administration, and the Legislatues with
an overview of which departments are affecied by HIPAA, the extent of that
impact, and the stalus of their compliance activities.

The defimtions and cxamples provided hete are accurate to the best af O1T's
knowledae. This material should be viewed in the context of your own
orgamzalion and environment. OHL encourages departments to ohtain legal
opinions or decision docummentation i nesded (o apply or interpret BIPAA
regulalions,

Flzase 111 vl the assessment to the best of your ability, providing cureent
csttmates where final information may not be avalable,

The assessment should be retumed to OHI by Decemnber 31, 2001 ar;
Health and Hlgman Senices Agency
Ofhce of HIPAA Implementation
1600 Minth Strest, Ronm 400
Sacramento, CA 55814

FART L

WHICH ORGANIZATHONAL CATEGORY BEST DESCRIBES YOUR DEPARTMENT?

Introduction This scetion helps you determing il you wre 3 Covered Entity, and therefore,

Determine

subject o HIPAA, or a Busincss Associate or Trading Pariner of a Covered Entity
or indircctly impacted. If yow are nol impucted by HIPAA, you can stop without
completing the rest of the assessment.

Part [ 15 intended to facilitate your department's determination of which
otganizational calegory best deseribes you. 1t will request that you cvaluate your
buzincss processes, data ¢olleetion and automated systems to make this
determination,

- - -

Heaith 1nformacinn

First let’s determine if your department has access e, or maintains Aealth
aformanan as defined by HIPAA Regulations. The health information may
reside in any medium {¢.g., tape, paper, diskette, fax, e-mail, digital voice
messagey.  Relow are cxampies of documenis thet may contam health
informalion.



Decision

Definition
Health information 1s "any information, whether oral or recorded, in any form or
mediurm that:

L} Tz ereated or received by a healtheare provider, bealth plan, public health
authonity, employer, life insurer, school or university or healthcare
clearinghouse in the nommal eouese of husiness, and;

2} Relates Lo the past, present of future physical or mental health or condition of
an indivedual; the provision of healtheare o an o mdividual; or the past, present
or futurc payment for the provision of health care to an individual ™

Examples:
__ Administrative Education YVinancial
- Cancer Eegisty Bchavior : -  Claims
- Certificales Rating Scales Information
{Birth, Death, Health Plan Insurance
ther) Records Billing and
Payment
Information
Employes/Stafl - Clinleal

Disability Claims -

Complete Medical or Dental Files

and Keponts Discharge Sutmmary

-  Employec Diagnosis Records
Aszistance Doctor's Staternents
Frogram Immunization Records
Information Laboratory Lrata

- Employee Fiealth Medication Administration
Records MNursing Wotes and Logs

- Health Plan Radinlogy Reponts
Enrallment Patholegy Reports
Information Physician Crders
Worker's Psycholagical Records & Testing
Compensation Reports
Claims & Treatment Plan
Reports X-Ray Films

Does your departent creale, Teseive, semd, mainlain of have access to health

information as described in the definition and examples abave?

Tes

Mo

0 You do not need to proceed further with the assessment,

Please sipn and return it according te the instructions above,

Pleuse continue with the assessmtent.




Determine

Decision

Determine

Healthears Providir
Sccond, let’s delermine f your department meets the HIPAA defimition of a
Heabthcare Provider.

Definition

A Healthcure provider 15 V'a provider of medical services including: frstiiveional
providers (such as hospilals, skilled nursing facilities, howme health agemeies,
comprehensive outpatient rebabilitation facihines), focifieies and practitioncrs
(imcluding chinics and centers, physicians, elinical laboraloties, phamacies,
nursing homes, licensed/certificd healthcare practitioners and suppliers of durable
thedical equipment), and any other pergon or organization who fumishes, bills, o
15 paid for health care in the normal course of business,” related to the health of an
individual.

Examples
Furnishes Healthcare Bills for Healtheare Is Paid for Healthcare
Services Services Services

- Preventive - Sperific - Procure Blood

- Dnagnostic Healthcare - Progure Crgans

- Therapeuntic - SaleThispense - - Procurc Oither

- Rehabilitative D Tigsue

- Maintenance - SaleMhispense — - Comntraztual

- Palliative Device Services

- Counseling «  Kale/Dnspense - - Clinical Software

«  I"hysical/Mental Eguipment - Ancillary

Condition «  Oither Prescoption Services
- Functional Status [t#m 1

Does your departenent meed the definition of a Healtheare Provider by furnishiog
healthcars services, billing for healtheare services or receiving pavment for
healtheare services?

 Yes

Mo

FPlease conifane with the astessmen|,

Third, let's determine if vour department transmits administtative or financial
iransaciions, containing personaltly identifiable health information, elactronically
using the [nternet, Intranel, privatc network system, magnetic tape or disk.
Examples
i Administrative Transactons Financial Transactions
Enrollment/Dis—nrollment - Coordination of Benefits
Health Plan - Health Claims
i - Referral Authomzation for - Heallh Claim Status
L SETVIGES - Healtheare Payment
-.. Eligibility for a Health Plan - Remittance Advice




Decrlzion

Détermine

Administrative Trzosactions cont*d. Finan<ial Transactinns cont’d.
- Fiest Report af Injury - Healthtare Premium Payment
o | - Health Claims Attachments

14 yout depattroent 15 considersd 1 Healthoare Provider

And yow department travsruts administative or Bnancial transactions
conining Personally 1dentifiable Health Information

Then your depariment is a Covered Entity under HIPA A Regulations.

I=s yoor department a Covercd Entity on the basis of the abowve?

ey

No

Please continue wieh e dsTersment.

Health Plan
Fourth, let’s determime if your department meets the definition of a Health Flan.

Definition

Health plan means an individual or grmoup plan thal provides, or pays the cost of
medical care.

Examples o
frciudes the Tollowing Excludes the Tollowing

- An individual or geoup plan - Workers' compensation
that provvides or pays for the - Automohile inserance camics
cosl of medical care. - Covemment-funded program
Has 50 or more participants whose principle purpose is olher
Is adminmisicred by an entity than providing or paying the cost !
other than the employer of health care {but do :

- Inzured and sclfinsured plans incidenlally provide such

- An HMO (health insurance gervices) e.g., WIC
1550er) - Govemnment funded program

- Part A or Part B Medicare e.g., government funded health

- Medicaid (Medi-Cal) Program centers and bmumunizalion

- Medicare + Cholce Program programs

= Issuer of Medicare - Agencics that determine
Supplemental policy cligibility for enrellment in a

- lasuer of long term care policy, health plan that 15 2 govemment
inciuding & nursing home fixed program providiog public
indemnity policy benefits, c.g., local welfare

- Any ammangement that provides office.
health benelits to the employes - County Welfare Office
of 2 or more cmplovers i excluzions (ask Terme??)




frciudes the following cont’d.

- Active mulitary, Veterang
Health Carc Program, Civilian
Health and Medical Program,
Indian health scrvice program,
Federal Emplovees Health
Benefil Plan

- An approved State child health
plan

- A high nsk pool that is 2
mevhansm eslablished under

! State law to provide health

INSUFANCT COVETALE OF

cotnparable coverage W eligible

individuals

Decision Is your department considered an Individual or Group Plan that provides or pays
lor medical care aceording w the HPAA definilion? 10 50, 1t 15 & Covered Entity
under HIPAA regulations.

15 your depariment a Covered Entity on the basis of the above”™

Y e

Mo

FPlease contirue with the aisessmenl.

Neterminge  Healthears: Clearinghonse
Fifth, l=t"s detemminc if vour department meets the definition af a Healtheare
Cleannghouse.

Definition

A Healtheare cleadnghouse s 3 “private or public entily that processes or
facilibates the process of health information received from another entily,” either
to or from the standard focmel thal is regaited for elecironic transactions.

Decision Erocs your department receive or send health information from or to a Covered
Entity, and process that information either to or from the standard format hat will
be required for administeative or finansial electronic transactions?

Teg

Mot

Plrase renlinue with the arsessment,



Determine

T yaur depariment processes health information received rom a Covered
Entity

And  scnds the information 10 apother Covered Entity,
Then wvour department s a Coversd Entily under HIPAA Begulations.
Ate vou a Covered Entity on the basis of the above?

Yrs

Mo

Flease vontinue with the astessmend.

Buziness Assoriate or Trading Partoer
Now, let’s delermine 1if your department meets the HHIPAA definition of a
Businecss Associate or Trading Pariner,

Definition

A Busitress Assediate is a person of cntity that performs a fubction or assists a
Covere] Enfuly with 2 function or activily involviog the vsc or disclosure of
Individually ldentaliable Heallh Information (1THI}. Please note, 2 Covered Enfiry
thay he 4 Busiess Aszaciare of another (overed Preery,

fnddividwally fdentifiable Health Information (1) it information that is a subset

of health inlomation, including demopraphic information collected from and

individual and:

13 L= created or received by & healthcare pravider, health plan, public health
autheoty, cmplover, Ufe insoret, school or university or healthears
cleaninghouse and;

2} Relales 1o 1he past, present or Talure physical or mental health or condition of
an individual, the provision of healthcare to an individual ; or the past, present
or ltluee payment For the provision of heallhears to an individual and
identifics the mdrvidual; it is il belicyved the information can be used to
tdentify the individual.”

Examples ) _

Claims processing or - Agiuanal
adlminiziration - ACCounting
Diata analysis - Cunsulting

- Ullizabion review - Dhata agpregalion

- Duahty Assurance - Management

- Billing - Administraticon

- Benciit managemeni - Accreditation

- Proactive management - Financial Services

L ard repricing

- Lega] i




recision

Decision

Does your department perform a service or function on behalf of an entity that has
breen deemed o be 3 Covered Entity as defined by the HIPAA Regulations?

Yes

Mo

Please comtinue with the assessmend,

i your departrient performs a service/function on behalf of a Covered Eatity
Then yout department 15 3 Business Associate under HIPAA Regulations.

Are vou a Business Associale?

Yes

Mo

Plgase conmitnue with the gssessmenl.

Definition

A Irading Parimer 15 a person or organizalion that cxchanges health information
vid electromic trangmissions with a Covered Entity.

Does vour depattment eleciromcally exchange health inforfoation, a5 defined on
page 2, wilh » Covered Entity?

Yes

Mo

If your departiment elecironically exchanges health information with a
Coversd Enlily via electronic transmissions

Then rour departement is considered a Trading Partrer under HIPAA
Regulations.

Are you a Trading Parlner”?

Yes

Bl

Please codtimue with the q8se55Ht2nl.




Determine

Decision

Summary

v

Data Content [mpact

Now, let’s detettnine if your Jdepariment uses any codes or transaclions that will
be changed by HIPAA Regulations.

Definition

Lrata content inchides any sat of codes used to encods data elemenes, such as
tables of tertns, medical concepts, medical diagnostic codes, or medical procedure
codes. A code set incledes the codes and the deseriptors of the codes,
Depariments, countics, insurance carmers, and providers use health insurance code
et tor hill, collect daty and report with,

1) Does your department use health care procealurs codes (s, Appendectomy,
Chest X-Ray, Unnpalysis) for any of its business functions?

2) Dwoes your department use diapnosis codes {e.g., Appendicitis, Congestive
Hearl Failure, Unnary Tract Infection) for any of its business functions?

3) Does your department use drug/pharimac y codes (e.g-, Penicillin, Clanting for
ary of 15 business finctions?

4] Does your department use derntal codes (&g, Toolll Extraction) for any of ils
busioess functions?

1f your depattiment uses, iransmits, collects data or reports using any of the
types of data noted above

Then your departrnent may be impacted by data content changes from a
Covered Entity, Business Associate or Trading Partper.

Will your department be impacted by Data Contant chanpes?
__ Yes

- Mo

Please condinue with [he arsessmend.

Based on these questions and answers, [ have determined that v department is:

__aCovered Entity

__ a Busimess Assoriate

___ a Trading Partnier

_umpacted hy Data Content changes
___ notcovered by HIPAA

This concludes Part [ of the Assassrment.

If wou are a Covered Entity, Business Associale, Trading Partmer, or impacted by Data Content
changes, please continue with Part I1, and tell us more about how HIPAA impacts your
deprartment and how vou are preparing for that impact, I you arc not covered by HIPAA, please

9



indicate that above. You do not need to complete Part 11, Please sign and remumn the form
according to the instruetions on page 2,

PART II

WHAT KIND OF IMPACT WILL HIPAA ITAVE TN YOUR DEPARTMENT?

lotroduction Now that you have reviewsd your business processes and made determinations

Impact

Siatus

repanding the need for your departmignt to be HIFAA complianl, we are interested
n specific infotmation regarding BIPAA's impact W you, and the status of your
depariment's efforts.

1) The final Federal HIPAA rules that alfect me are;
[ Transactiens and Code Sets

[ ]Privacy

2) The programs wilhin the department thal arg affecied by HIPAA are

31 Please wdentily key organizations with whort you exchange health informaticn
(e, insuranc e companies, Providers, Meli-Cal, Counties)

We are interested in the staiws of your efforts to address the HIPAA regulations.

1} What 13 the current status of your depantment’s HTPAA cfforts? The “Steps Lo
HIPAA Compliance™ document { Appendix A) will help vou answer the
HIPA A Compliance Steps questions.

Mot started vel ) )

Attending Statewide workgroup/Sub-workaroup meelings '
HIPAA Compliance Sieps Complered this Step?
Project Initiation {Awareness) Yes [ INo
Initial Assessment | Invenlory) Yes [INo
Prjest Plan Yes [ o
Dietailed Asscssment {Ciap anal'}rsisjl Yes [[TNa

: Implemenitation Yes [TNa
2} Have you identified a HIPAA coordinator?

If &0, whom?
MName Title __
Phone _ FE-mail

10



3

4}
3}

G}

7}

)

9

1}

I5 any partion of your HPAA work contraeted ont?

|:|"r'es
If s, what potion? __
What contractor?

e e — o — —— . =T L

m—t —— i — —

[ Ne
Have you estahlished a Project Management Office? [ |Yes [ No

1s there anvthing thal you would congider unigque in your project management
stiralegy (c.g.. Department-wide interdisciplinary tcams)?
DND

[T¥es, our depariment

Have you met with your Business Parmers? [ [Yes [ |No
‘Whom?

[s someone 10 vour Deparment assessing HIPAA impact to State laws and/ar
repulations and detemmaning where changes are required? [ 1¥es [ JNo

Ty wou anticipate that vou will be fully compliant by the Federal deadlines?

Rule: Frsleral Dreadline: Mezt Deadling?
Tranzactions & Code Sets 1w 170082 [(ves [ ] Mo
Privacy 41403 T lves [JNo

If your department will not be fully compliant, please identify areas of non-
compliance

Are you involved in any National Standards Orpanteations or Workgroups?
Please identify

We are inleresied in the scopefrize ol HIPA A impacl to your department.

Describe the HIPAA impact to your departiment relative 10;

= Essential Services:

]



Fiacal

-

that arc alfected by HIPAA):

_+_ Business Partners/Stakehoiders:

*  Information Tw:hnuluﬁ i:lT] systems {1dentify the [1 syslems that
will require remediation):

*  Cpsiomer int:rfﬁ.::c;-:_

2y What are vour depariment’s major'specific HI*PAA issues and challenges
{e-8., Modi-Cad's climination of thousands of local codes)? Pleasc quantify.

I} Flave you estimaled the cost for HIPAA assessment and remediation {in total
oT by rule)?
If 8o, o moiuch;
Transactions and Code Sets §
Privacy %
Total §

2} Orer what period of timg?

01702 % _ 04/ 05§
02/03 5 _ 05 / 06 §
03704 §

3} Have you cstimated the cost lor Pruject Management/contractor team? If so,
how much? ¥

12



4) Over what peried of time'?

02§ B 705 §
02703 % N 05 ¢ 6 §
(03 /04 %

51 Is there any money in vour department’s base that you can ugse? If 50, how
much? 5

6} Have you reguested funding for the current vear? If 5o, how much
)

71 Hawve you teceived funding for the curent year® If so, how miuch
%

What is the status of your funding request?

&) Have you requested funding for the budget year? If so, how much §

What 15 the status of your lunding request?

7y Do you anticipate requesting funding for the budget year at a later dute? If so,
please provide an cstimate 5

L33 Please identify funding sources (e.g., special fund, federal fund) L

Estimule funding proporions {c.i., 10% general fund, 50% federal fundiny)
T

1T} Mease identifly any redirected resources

[r=partment Deputy Lireciar Signature e

Flease retutn this Assessment by December 3], 2001 to-

Health and Human Services Agency
Mhice of HIPAA Tnplementation
1600 Ninth Streed, Room 404
Sacramenty, CA 95814



DRAFT .. HIPAA OVERVIEW

WHAT IS IT

The Health Insurance Partability and Accountability Acl fHIPAAY will change certain
aspects of the way heaalth care is administered over the next few years. Presidant
Clinton signed the Archer/Kassebaum-Kennady Health Insurance Portability and
Accountability Act on August 21, 1996, HIPAA is designed 1o expand health coverage
by improving the porability and continuity of heallh insurance coverage in group and
individual markets; to combat waste in health care delivery; to promote the use of
medical savings accounts. to improve access to long-lerm care services and COoverage:;
and ta simplify the administration of health insurance. Within this contexl, HIPAA
includes a provision called Administrative Simplification, which is intended to improve
the efficiency and effectiveness of the health care system by encouraging the
development of standards for Lhe electronic transmission of certain health information.
HIFAA also establishes privacy and security slandards related to health infarmation,

NATIONAL STANDARDS

Through the adoption of naticnal standands, the health care indysiry can realize cost
savings by reducing adminisirative duplication. These standards are developed by
processes delineated in the HIPA& legislation and ara established by the pubfication of
a°rule” in the Federal Register. There are currently eight proposed rules within the
HIPAA lagisiation, more will likely follow in the next few years.

Onee each ula is published in the Federal Reqister, following a 60 day Congressional
concumence period, organizations have 24 months to become compliant. Public
agencies are not exempt from HIPAA and must comply with the law, which impacts
Covered Entities, described by HIPAA as Providers, Clearinghouses and Health Plans.
Programs within State Agencies that fund health care services, under HIPAA, are
uslally considered health plans.

The “Transaction and Code Sels” rule, published in August 2000, was the first rule
published. Health care prganizations have until October 16, 2002 to comply with its
requirements, The Transaction and Code Sets rule will apply 1o those Covered Entities
thal perfarm the following business functions:

send or receive heallh care claims

pay health care services

sand or receive aligibility inquiries

conduct provider referrals and service authorizations
perform health plan enroliment

parform coordination of benefits activitias

a & % F & B
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The second rule is the Privacy Rule published in Decamber 2000, Health care
prganizations have until April 14, 2003 to comply with its provisions. The Privacy Rule
applies requirements for viewing, handling and storing patient identifiable health care
information Lhat is written, electronic, faxed, when present on a maniter scraan, or
verbal, It will require a review and possible revision of many information policies,
procedures and praclices.

WHO MIGHT BE IMPFACTED

All pubdic health and behavioral health programs will be impacted. Departments and
pragram aress may be impacted to varying degrees, dependant upen the types of
services they provide, their current administrative processes or if they handle certain
health care information.

Ay pragram area wauld alrost cerfainly ba impacted i it:
- receives, submits or pays health care claims,
- & wwvolved i plan enrciimeant or benefits, or
- receives, disiributes or relaing patient heatth care data.
Any progrant may be impacted i #:
receives ar submits medical information fram /o 8 buginess pariner,
- utiizes information coltected from a provider working in a HIPAA compfiant
enwironment,
- Useg defaied or summary medical information from other enfities, or
generates reports frorn medically refated information.

Health care and medical information will have new code set standards and formats.
There are also new rules for the receiving, dislributing and retaining of this information.
Any departmaental program involved in service delivery, collection, storage or distribution
processes may be impacted. These programs need 1o review Lheir business processes
and autormated systemns for potential impact and identify actions to ensure compliance
with the HIPAA Rules, as well as ensura essential services are not impacted. An
important component is the communication and coordination with your business
parners.

HIFAA will eliminate the use of "ocal codes”, codes that are not within the standard
code sets. These code sels include medical procedure, health care service, mentat
health services, and administrative reporting codes. Many such codes are utilized o
support key programs within county and provider proceszes. Program areas will need
to identify for new ways 10 track and report services currently supported by nan-
standard codes. If alternative reporting solutions are not developed, an entity's ability to
administratively support some of its programs may be negatively impacted. All county
and state pregrams that use local codes need to consider options for compliance. This
will require coordination with business partners,

-“tll' wrd' k o ! b @ Mﬂﬁ'.l‘l'lfl:l”fs.t“ilhn ]hlmfjhﬂﬁrmwnmrﬁhagprmwmuﬂ'
FTTR, Wl’]’rmﬂ;ﬁ.l-ﬁmﬁmm o M g afmcvanr o it A RANTY A Artued fo afedr o mompen HIRSA mrsiivn
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The Privacy Rule deals with health information thal is individually dentifiable. While all
entities should have securty and privacy policias in place, the HIPAA standards may ba
mare stringent and may require documentation that is not currently in place today.

Each program needs to review its palicies to ensure compliancs, and will nesd to
provide education and training to every person {employes, contractor, and temporary
help) that potentially has access o health care data, The federal deadline for
compliance with the Privacy Rule is April 14 2003

Other examples of potential impacts to cansider include:

- Dur business partners may use HIPAA compliant data collection processes that
have limited coding sets, new field attributes and new definltions from cument
practices, These data collection processes may not provide enough specificity to
meet current program objeclives. For example, race — elhnicity codes in the
HIPAA required standard format do not use the range currently used by many of
California's programs.

- Thers may be additional costs to collact and report non-HIPAA compliant data.

- The Provider Taxenomy proposed may not uniquely break out the varnous types of
providers currently defined. Provider reports may be impached,

In future nules, Provider numbers will be established at a natiohal level and may
not resembla the currantly used numbers. Having access to cumantly vaiid
numbars will be important in service delivery, adits and audits.

- Access and storage of data and records need policies and pracedures in place to
ensurg chenls have access to thair health information, the ability to exercise their
right to note modifications to these records, and can obtain a history of releases of
their health information.

- Data transmission with business partners may raquire additonal procasses.
Contract language should require thal business partners apply HIPAA compliznt
processes. Encryplion and authentication processes may be needed when data is
moved betwaen business partners.

- Petiodic audits of secunty, pavacy and business practices may be needed (o
document that reasonable processes and procedures have been initialed Lo meet
federal standards and minimize habillties.

- Similar entities may wish @ adept similar policies and proceduras to ensure
consistent applications of the federal standards.

- Changes to policies, regulations, and leqislation may be needed to ensure HIFAA
compliance, and support ravised data collection, reporing and information sharing
processes and procedures.

- Programs that operate a health plan for employees or constituents have potential
impacts.

- Programs lhat use provider numbers, diagnosis codes, drug codes, local codes,
health plan codes, or pass dala b business partners may be impacted.
Information access will most probably be more reslrictive than our present
practices. This may alss require new compuierzed access controls.
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HIPAA COORDINATION WORKGROUP

The interdependance between state departments, counties, providers and program
areas that perform health relaled senace delivery or use health information makes it
vital that we approach HIPAA with a unified voice and common methodology. There are
many crtical issues that are sl cutstanding and each department's view, as well a5 the
opinion of their business associates, should be consistently expressed at both a local
and a natiehal level. In addition, with over 50,000 providers throughout Califomnia, it is
imperative that we parform outreach, education and training in a manner thal is efficient
and well coordinaled. Further, requests for resources must be coordinated and overall
progress on implementation should be monitored and coordinated so issues can be
addressed quickly.

With thig in mind, a Califomia Health and Human Services {CHHS) Agency Workgroup
has been astablished o coordinate HIPAA compliance activities on a Statewide basis.
The group has focused on awaraness, ssue identification and analysis, and tracking
imptermentation efforts, Because of the need to coordinate and review HIP AR
implermentation, this workgroup is designated as the pimary vehicle to move forward
with HIPAA compliance for the CHHS Agency. |t is suggested that represenlatives from
each entity participate in the meetings and Lhe varous subject area sub-workgroups
{e.g., Secunby’Privacy Sub-waorkgroup). [tis critical that state and county issues are
recognized, communication and coordination achigved, and a Califomia voice be heard
in nalional forums. For informatian on HIFAA and the Agency's Statewide Workgroup,
plaase contact Ken McKinstry, at Kmckinst@dmhhg state.ca.us.

ACTION IS NEEDED NOW

Action is needed now to ensure compliance with HIPAA rules within the fedearal
limelines. 3tate entities and Counties may neead to form workgroups to raise
awareness, assess impacts, implement changes, address issues and coordinate with
business partnars as their programs, processes and procedures change,
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DRAFT - STEPS TO RIPAA COMPLIANCE

To support the tracking and reperting of stale antity progress lowards HIPAR compliance, the
fallwing slandard dehnilions of project stages will be used by OHI

1) Frojact Initiation {also called Awareness) needs to ba ostablished wilh executive level
sanchioning of the efforts. Awareness can ba established in a variety of ways: bringing in
industry speialists | attending conferences, reviewing the fadaral rulas and reading credible
literature. This stap will alse help identify the main issues the program may have to address
and I create an Initial Project Plan and tasks to establish compliance. In this step it
imporiant to establish a Projact Leader and Warkgroup. 4n this first step, omanizalions
nezed to begin participating n the Stalewide HIFAA Workgroup and Sub-Workgroup to halp
coordinata and communicate issves and rasclytions,

£y Conduct an Ieitial Assessment {3lse called an Invantory) to estabhsh which programs and
functions are impacted  This may require training staff and inleractions with your business
paringrs, Ths step will also identify External interfaces that vou will need 10 inleract with
as you implement any changes,

3} A Profect Pfan is established from the tagks inllially identified for achieving compliance.
The Plan will identify tha main tasks and milestones for achiewing compliance, designate
staff for each task and establish dates lor task completion, The Plan becomes a tool for
monitaning progress and addressing issues as your projedt proceeds. The Plan also helps
establish a detailed resaurce and cost estimale for the project. A more detaitad Project Plan
and resouree - cost estimate can be established after e Gap Analysis is completed.
Project Plans need to evolva as the prajed and resources change,

4] A Detalled Assessment (also called a Gap Analysis or Impacl Assaszsment} should be
perfarmed on the programs and functions that require change. The Gap Analysis looks at
the gaps between the current progess and procedures compared to the Federal HIPAA,

rules. It will alsc investigate the options and desired tasks needed for achiaving compliance
3 the rules.

a1 Implementation (aiso called Remedialion) is the final step, ILinvolves making tha changes
lo processes and procedures, revising user instructions, raining staff, testing all changes,
testing with your business partners, having a coordimated implamentation process, and
manitoring the new pracesses.

Variations of thesa staps may be needed for differenl arganizations depe nding on the extenl
of changes and number of business parinars invalved. Crilical throughoul the process is top
management involverment, monitaring progress toward goals, and cormmunication and
coordinalion with your businacs partners. With HIPAA belng a series of Federal Rules baing

released and revised at peripdle points, several of the above steps may nead o be repeated 258
the nules change.
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